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Abstract-  Cloud computing has become a widely adopted platform for large-scale data storage and management. 

However, the rapid growth of data has led to the problem of duplicate data storage, which increases storage 

requirements, reduces server efficiency, and degrades overall system performance. This paper proposes a de-

duplication framework that enhances cloud storage performance by identifying and eliminating redundant data before 

it is stored on the server. The proposed approach employs the Term Frequency–Inverse Document Frequency (TF-

IDF) technique for feature extraction and an inverted index for efficient duplicate detection and retrieval. By storing 

only unique data instances, the system optimizes storage utilization, reduces redundancy, and improves search 

efficiency. Experimental results demonstrate that the proposed method improves server performance by reducing de-

duplication time, increasing storage efficiency, and enhancing search accuracy in terms of precision and recall. The 

proposed framework provides an effective solution for cloud data management and can be extended in future work by 

integrating advanced de-duplication techniques with secure data transmission and encryption mechanisms to further 

improve security and time efficiency. 
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I. INTRODUCTION 

Cloud term is denoted as such type network where information hide such as internet service provider network .and 

computing term is denoted such as data processing and computing to solve the problem in computer. Data processing 

apply any where in computer or any computing device shuch as single computer or any server device.In network 

number of server availability and different category severs  is dependent on website data.  We Computers Internet 

services and communication peripheral devices application are deplovping  very fast and use of cloud computing has 

increased rapidly in today’s world. Reducing cost is major concept of internet and using single server cost is so high 

so we use shred hosting ,virtual private server and dedicated server to reduce cost of internet connectivity .Content 

play a major role in internet a lot of content will connected more number of people and increases services load of 

internet and to  improve content  we introduce free internet service to allowed user for content writing by using email, 

blogs, Wikis, Forums , Chat, Social Networking, online shopping.Cloud model provide on demand network services 

to servers, storage, applications, and services. Today scenario  almost data is stored in digital form due to enhancement 

in networking and storage technology. to be utilize data we stored in the cloud space because disk space is costly to 

stored and maintain.  Cloud Computing is the latest trend in computing service provision. This kind of service has 
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seen this technological in addition to cultural adjust of computing service supply from being provided in your 

community to being provided remotely  by third-party companies . Functionality such as hardware, processing and 

also other functionality has become offered on demand, as a service in addition to both freely and from cost. The 

consumer has effectively lost control over how their data is being stored, shared and used, plus over this security 

utilized to protect the data. 

 

Fig.1 Cloud Computing Model 

Impair computing is frequently a computing model where hardware, platform, communications and also software are 

defined and also delivered being a service rather than product. Cloud research takes advantage of hardware 

virtualization to be able to securely and also dynamically allot physical resources including computational energy, 

storage, and networks on the users. Cloud assets are delivered to the end-users through Web services. 

II. LITERATURE REVIEW 

Data de duplication in public impair by division of cloud good geographical location”. Data de duplication can be a 

method of controlling the traffic in a cloud environment. Cloud applications hunt for resources for execution. The 

resources are usually storage, processing, bandwidth, etc. Allocation these resources efficiently to all the competing 

jobs. In this kind of paper, we describe data deduplication and  balancing in a public cloud by partitioning this cloud 

into several sub-clouds. This division of public impair into several sub-clouds is done good geographical location 

[1]. Cloud provide great achievement, it also introduces a many of security threats to the information and data which 

is now being ported from on-premises to off-premises. This paper discusses the various service models such as IaaS, 

PaaS, SaaS. Some products offer Internet-based services—such as storage, middleware, collaboration, and database 

capabilities—directly to users such as Iaas,Paas,Saas.Most cloud computing systems in operation today are 

proprietary, rely upon infrastructure that is invisible to the research community, or are not explicitly designed to be 

instrumented and modified by systems researchers. This paper also explores the types of cloud computing 

environment. Paper also discuss the cloud database including deployment model, characteristics.Also it identifies 

some technological and legal issues in cloud computing.  

[2]. Compute clouds are enormous server farms packed with computing power and storage space accessible through 

the Internet. Instead of having to manage one’s own infrastructure to run applications, server time and storage space 

can be bought from an external service provider. From the customers’ point of view the benefit behind this idea is to 
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be able to dynamically adjust computing power up or down to meet the demand for that power at a particular moment. 

This kind of flexibility not only ensures that no costs are incurred by excess processing capacity, but also enables 

hardware infrastructure to scale up with business growth. But security is very big concern in the data sharing in the 

network. Same as in cloud computing data security is also a very sensitive matter. This paper discusses the concept of 

Cloud computing to achieve a complete definition of what a Cloud is and its security issues, More than 20 definitions 

have been studied allowing for the extraction of a consensus definition as well as a minimum definition containing 

the essential characteristics. This paper pays much attention to the security issues of Cloud computing.. 

[3] The Attribute based accessto extensible media in cloud to help sharing the contents to the network.The data 

encryption standard cipher text policy algorithm is use. It’s a important to protect the data from unauthorized access. 

Media contents such as images, audio, video, and text etc..These contents are protected by this security method. . All 

the storage is done on cloud so the security of data is threatened. So there is need to secure the data on the cloudThe 

public cloud services are sent to the client by internet. The load balancing technic is use in cloud computing.Cloud 

Load Balancing simply means doing load balancing, i.e. allocate workload across different servers, network channel, 

CPU, disk drives, on the cloud, i.e. inside the Internet itself. This method is use helps to obtain , as other load 

balancing methods, helps to achieve optimal system utilization, maximumthroughput, minimum response time, and 

prevent overload of system.,   

[4] Privacy security is a key issue for cloud storage. To solve this problem, the paper1 proposes a privacy-preserving 

cloud storage framework, which includes the design of data organization structure, the generation and management of 

keys,the treatment of change of users’ access right and dynamic operations of data, and the interaction between 

participants. Wedesign an interactive protocol and an extirpation-based key derivation algorithm, which are combined 

with lazy revocation,multi-tree structure and symmetric encryption to form a privacy-preserving, efficient framework 

for cloud storage. Asystem is realized which is based on the framework. The paper analyzes the effectiveness of 

extirpation-based key derivation algorithm, the overhead of the system and the privacy security of the framework. 

Finally, we summarize our work and introduce our future research directions. 

 

III. PROPOSED WORK 

In our proposed system multiple data and documents are stored by data owner. Documents  where stored in cloud 

server.CSP cloud server provider where detect duplicate data using inverted index technique. Once data de duplication 

is checked then markle hash tree generate hash function to generate secure key and encryption and decryption perform 

at user end.our proposed system contain following term describe below 

 Inverted Index: We proposed a inverted index based data de duplication technique. In this data de duplication 

scheme overcome the problem of searching duplicate data in data set. Our scheme support conjunctive multi key 

world searching. Inverted index is a key  data structure underlying modern Information Retrieval. For each term 

t , we must store a list of all documents that contain term – identify each documents by a docID , a documents 

serial number .We used fixed size array for this. 
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So we need variable size postings is normal and best .on disk , a continuous run of postings is normal and best . in 

memory can use linked list or variable length array . 

Inverted index construction :-  

Documents, tokenizer (TOKEN STREEM), logistic modules(MODIFIED TOKEN) indexer (INVERTED INDEX) 

Initial stage of text processing:- 

Tokenization:-cut character sequence in to world tokens . 

Normalization:- map tex and query term to same form ex you want U.S.A and USA 

Stemming:- we may wish to different forms of a root to match ex authorize authorization  

Stop world : we may omit very common words (or,not) ex the, a,to of . 

 TF-IDF: Tf-idf is best known weighting scheme in information retrieval scheme. In our proposed algorithm we 

are applying TF-IDF technique in Inverted index to find out number of times of a world appears in the documents 

.TF-IDF stands for term frequency-inverse document frequency 

Typically, the tf-idf weight is composed by two terms: the first computes the normalized Term Frequency (TF), aka. 

the number of times a word appears in a document, divided by the total number of words in that document; the second 

term is the Inverse Document Frequency (IDF), computed as the logarithm of the number of the documents in the 

corpus divided by the number of documents where the specific term appears. 

 Merkle hash tree : Our proposed system work with  Merkle Hash Tree is a well-studied authentication structure 

[7]. It is used to efficiently prove that a set of elements are undamaged and unaltered. It helps greatly in reduction 

of server time [9]. It is used by cryptographic methods to authenticate the file blocks.  The leaf nodes of the MHT 

are the hash values of the original file blocks. The idea behind generating MHT is to break the file into a number 

of blocks. Apply hashes to the authentic data values i.e. the original file blocks and combine iteratively. Now, 

rehash the result hash nodes and combine in a tree-like fashion and repeat this procedure till we get a tree with a 

single root. The MHT is generated by the client and is stored at both the client and the server side. Fig 2 depicts 

an example of MHT.  The tree has four leaf nodes viz. m1, m2, m3 and m4. Initially, we apply hash on each of 

these file blocks and obtain h(m1), h(m2), h(m3) and h(m4). Then, h(m1) and h(m2) are hashed and combined 

together to get ha. Similar process happens with blocks m3 and m4 and here, we get hb. Here, h is a secure hash 

function. This can be expressed as  ha = h(h(m1)|| h(m2))     and      hb = h(h(m3)|| h(m4)) Further, ha and hb are 

combined and rehashed to obtain the root as hr. This can be expressed as  hr= h(ha|| hb) 

 AES: AES is a block cipher. The algorithm supports a variety of key sizes as 128,192 or 256. The default size 

is 256 bits. The encryption of data blocks is done in 10, 12 and 14 rounds depending on the size of the key used. 

It provides fast and flexible encryption and can be easily implemented on various platforms. In this paper, AES-

128 is used and so encryption is done in 10 rounds. This algorithm is used for both encryption and decryption. 

For encryption, it takes data blocks and the secret key as the input and outputs the encrypted data blocks. For 

decryption, encrypted data blocks and key are given as inputs and original file blocks are the output.  
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Fig.2 work flow diagram 

Proposed Algorithms:  

Calculations: Setup, Key Generation, encryption and decoding.  

Setup: The setup algorithmic project takes no info barring the understood security parameter.  

Work flow process:-  

Input:Web page documents is provided as a input to read Document is denotes as term D. data is store in data center 

and all the web pages is available in cloud storage so for all documents we required Cloud storage S .and Inverted 

map IM as a input used to calculate inverted index which is designed to allow very fast full-text searches. An inverted 

index consists of a list of all the unique words that appear in any document, and for each word, a list of the documents 

in which it appears. 

1 We have to read  R= read Document(D) from the documents which is available in cloud storage . 

2 Now we extract Text Features (R)= E  

Tf-Idf weight is composed by two terms: the first computes the normalized Term Frequency (TF), aka. the number of 

times a word appears in a document, divided by the total number of words in that document; the second term is the 

Inverse Document Frequency (IDF), computed as the logarithm of the number of the documents in the corpus divided 

by the number of documents where the specific term appears.  

3 Encrypt data (R)= E     AES encryption is performed over data.  

4 Sp[] = E.splite File (E)  

Generate has function and check the value of has function to performed this function till end loop,in these 

step massage is encrypted and secure for communication 

5 𝑆𝑝[] = 𝐸. 𝑠𝑝𝑙𝑖𝑡𝐹𝑖𝑙𝑒(𝐸) 

6 𝑓𝑜𝑟(𝑖 = 0; 𝑖 ≤ 𝑆𝑝. 𝑙𝑒𝑛𝑔𝑡ℎ; 𝑖 + +) 

a. 𝐻 = 𝑔𝑒𝑛𝑟𝑎𝑡𝑒𝐻𝑎𝑠ℎ(𝑆𝑝[𝑖]) 

b. 𝑖𝑓(𝐻 ! = 𝐻𝑎𝑠ℎ𝑇𝑟𝑒𝑒. 𝑛𝑜𝑑𝑒) 

i. 𝐻𝑎𝑠ℎ𝑇𝑟𝑒𝑒. 𝑐𝑟𝑒𝑎𝑡𝑒𝑁𝑜𝑑𝑒(𝐻) 

c. Else  

i. Remove H 

d. End if 

7 End for  
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IV. RESULT ANALYSIS  

The implementation of the proposed Multiple Replica Cryptography Technique is described in Chapter 3. Thus it 

includes the detailed understanding about experimental evaluation and performance of the proposed system. The 

essential parameters are used for evaluation are listed with observed values. 

Uploading Memory Consumption  

The amount of main memory required to execute the algorithm with the input amount of data is known as the memory 

consumption or space complexity. The total memory consumption of the algorithm is computed using the following 

formula. 

Consumed Memory = Total Memory − Free Memory 

Table.1  Memory Consumption 

Number of  Runs Proposed Technique 

1 112712 

2 101772 

3 109178 

4 117089 

5 97833 

6 12257 

 

Fig.3 Memory Used 

The figure 3 and the table 1 show the memory or space complexity of proposed cryptographic approach. In this 

diagram the amount of main memory consumed in terms of kilobytes (KB) is given in Y axis and the number of 

experiments are reported at X axis. According to the obtained results the proposed algorithm consumes lesser resources 

and gives better performance of the encrypted and decrypted file. 

Uploading Time Consumption 

The amount of time required to develop the upload a data file on the server for cryptographic model is termed as the 

time complexity of the algorithm or time consumption of system. The time consumption is given using following 

formula: 

Time consumption = End time of file put on Server − Start time of File put on data model 
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Fig.4 Uploading Time Consumption 

Table .2 Uploading Time Consumption 

Number of  Runs Proposed technique 

1 40 

2 18 

3 20 

4 21 

5 56 

6 35 

The figure 4 and table 2 shows the amount of time consumed during uploading a file on server. In this graph the blue 

line shows the performance of proposed multiple replica cryptographic approach. The X axis show the different 

number experiments to analysis the model performance with respective to choose different data files and Y axis shows 

the amount of time consumed during the encryption process. 

4.3 Downloading Memory Consumption 

The algorithms need a significant amount of main memory to store the data for processing. This storage requirement 

is termed as the memory consumption or the space complexity of the system. Here the downloading based memory 

consumption is computed.  

Table.3 Memory Consumption 

Number of  Runs Proposed technique 

1 112712 

2 101772 

3 109178 

4 117089 

5 97833 

6 12257 
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Fig.5 Downloading Memory Used 

The memory consumption of the proposed multiple replica cryptography is demonstrated using the figure 5 and table 

3. In this diagram the X axis shows the list of experiments and Y axis shows the memory consumption of the 

implemented system in terms of KB (kilobytes). According to the obtained results the performance of system is 

depends on the amount of file for process. Thus as the file size increases the required memory is also increases. 

According to the system performance the proposed technique is adoptable due to less amount of memory consumption. 

Downloading Time Consumption  

The computational algorithms need an amount of time for producing the outcomes. Here downloading time is the time 

required by the server to do download the data file on the user system. That is computed using the following formula. 

Time Consumption =   End time of File put on system − Start Time to download file by Server 

 

Fig.6 Downloading Time Consumption 

Table.4 Downloading Time Consumption 

Number of  Runs Proposed technique 

1 40 

2 18 

3 20 

4 21 

5 56 

6 35 

The downloading time complexity of the proposed cryptographic technique is given using figure 6 and table 4. In this 

diagram the X axis represent the number of experiments and the Y axis shows the amount of time consumed for 

downloading the file on system. According to the obtained results the performance of the system is depends on the 

amount of file size. As the amount of file size is vary the amount of time for downloading is vary. 
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Server Response 

The amount of time required to produce the outcome after making the request from the server is termed as the server 

response time. The response time not included the encryption or decryption activity during these measurements.  

Table.5 Server Response Time  

Number of  Runs Proposed Technique 

1 5 

2 4 

3 1 

4 0.48 

5 0.49 

6 2 

 

Fig.7 Response Time  

The computed response time of the proposed technique for cloud based secure communication is demonstrated using 

the figure 4.5 and table 4.5. The X - axis of this diagram contains the amount of experiments performed using the 

system and the Y axis shows the amount of time required for generating the response through the server for traverse 

the hash tree. That can also term as the communication overhead for the system. According to the computed results 

the response time is not depends on the amount of file size or other parameters. That is directly depends on the amount 

of work load on the target server where the data is stored or the application is hosted. 

 

V. CONCLUSION AND FUTURE SCOPE  

Cloud computing enhance its performance using this proposed system. This proposed system help to improve 

performance of data storing by removing data duplication on server. Major solution provided by proposed solution to 

be find duplicate data. Duplicate data storage is a major issue for any data base system. Duplicate data store multiple 

copy of same information so storage is not use by some other user required for  storage more information in to server 

or any data storage. In our propose system same copy of data is removed buy using tf-idf technique and using inverted 

index in our proposed work.We simulate that when we use inverted index to prevent duplicate data . Performance  of 

system increases more  as before. Server access time is increases . Time to make search with their relevancy in terms 

of precision and recall and De-duplication time required with the amount of files In future we work with more 
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duplication technique with secure data transmit ion . we will focus to apply de duplication with efficient security  and 

focus on time efficiency .   
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